public class In_oQut {

public static void enCryptFile(String file, string folder,
String thuattoan, int len) throws I0Exception {
J/ Tao khi voi thuat toan, wva do dai key
Key key = Createkey.getkey(thuattoan, len);
File ¥ = new File(file);
/f File dich
String desFile = folder + "\ + f.getName();
// NMa Hoa
EnCrypt.encrypt(thuattoan, file, desFile, key);

JfGhi File key

ObjectOutputstream oos = new Objectoutputstreaminew Filedutputstream(
folder + "N + Fogetiame () + ".Key'"));

KeyObject ko = new KeyObject(thuattoan, keyv);

oos . writedhjectdko);

oos.close();

b
public static void deCryptFile(String file, string filekey, string folder) {

try {

F7 File key

OhjectInputStream ois = new ObjectInputStream(hew FileInputStream(

filekey));

J/ Lay Key da ghi trong file

KeyObject ko = (KeyDbiject) ois.readobiject();

/7 Gia ma

File ¥ = new File(file);

string filedes = folder + "\ + f.getName();

DeCrypt.decrypt(ko. thuattoan, file, filedes, ko.key);
% catch (Exception e) {

b
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. Giao dién chinh cua phan mém

Mgurithms
File Help
ESmeEtFiE§| Asyrmmmettic ||ﬁ|| Session Key | Genkey Pair |
Select
[ JEncrypt [ ] Decrypt
Property Options
Algorithms | DES v Mode | NONE v |
key size |5E- Vl Padding |N|:|F‘a|:||:|in|;| V|
Browse File
kKeyv File | | [ Browse ]
Input File | | [ Browse ]
Ckpuk File| | [ Browse ]

Hinh 1: Giao dién chinh ctia phan mém



2.

Chu y trude khi sir dung phan mém

2.1. Trong phan mi hoa d6i xtmg (Symmetric)

Dé dam bao ban khong ghi d¢ file key (dit liéu dd ma héa co thé giai ma duoc),
khi ban ma hoa 1 file, key dung trong ma hoa dé s¢ duoc load 1én trén giao dién va
ban s& khong thé chon duoc thuét toan, do dai key, mode hay padding khac. Khi
d6, ban c6 thé ma hoa lién tyc nhiéu file khic nira, sir dung chi bang 1 file key
nay.

Dé ¢6 the chon dugce thudt toan, do dai key, mode va padding khac. Viéc 1am don
gian 1a ban chi can doi tén file key(thay doi duong dan khac).

Dé su dung lai key cli d€ ma hoa cling nhu gidi ma, ban chi can browse dén file
key do6 dé st dung.

2.2. Trong phan ma hoa bat ddi xing (Asymmetric) va Session Key

3.

Pé c6 thé st dung duoc tab nay, didu trude tién ban can phai 1am 1a tao ra cip
public va private key trudc (trong Genkey pair tab).

Sau d6, khi ma héa hodc giai ma ban chi can browse t¢i 2 file key nay.

M3 hoa: sir dung public key va dé giai ma dung private key.

Céc budc thuc hién ma hoa va giai ma bang phan mém:

3.1. Thuat toan d6i xtmg (Symmetric):
3.1.1. Ma hoa:

Bwéc 1: Sau khi chay phan mém, trong tab Symmetric(thuét toan d6i xtng) ban
click vao check box “Encrypt” dé thuc hién vi¢c ma hoa dir liu.



Algorithms

File Help
Syrnmetric | Asyrmmetric ||E|| Session Key || Genkey F‘air|
SE|EE|:(1]
[V]Encrypt  [] Decrypt
Property Opkions
Blgotithms  |DES v Mode | NONE v
key size |56 V| Padding |N|:|F'au:||:|in-;| V|
Browse File
ke File | | [ Browse ]
Input File | | [ Browse ]
Ckpuk File| | [ Browse ]

Hinh 2: Giao dién click check box “Encrypt”

- Buéc 2: Trong phan Property, ban chon thuét toan ma ban mubn ma hoa dir liéu,
va chon d¢ dai key mong muén. O dy, t6i vi du chon thuat toan Blowfish va do
dai key la 56 bit.



Algorithms

File Help
Symnnetric | Bsyrmrmetric ||E|| Session Key | Genkey Pair |
Select
Encrypt [ ] Decrypt
Property Options
Algorithms (2] Mode |NONE v|
key size (3) Padding |N|:|F‘au:||:|ing v|
Browse File
ke File | | [ Browse ]
Input File | | [ Browse ]
Cukput File | | [ Browse ]

Hinh 3: Giao dién chon thudt toan va key dé ma hoa

- Bwéc 3: Trong phan Options, ban chon mode va padding ma ban muén. Mic dinh
& mode la NONE va padding 1a NoPadding. T6i vi du, chon mode la CBC va
padding la PKCS5Padding.



Algorithms

File Help
Symmetric | fsymrmetric ||E|| Session Key | Genkey Pair|
Seleck
[w] Encrypt [ ] Decrypt
Properky Qpkions
Algorithms Mode |CEC vl (4]
Keysize |56 v| Padding | EEEEE v| (5)
Browse File
Key File | | [ Browse ]
Input File | | [ Browse ]
Cubput File| | [ Browse ]

Hinh 4: Giao dién chon mode va padding

- Buéc 4: Trong phan Browse File, ta 1an lugt chon Key File: duong dan luu key
sau khi ma hda(encryp) hoic sir dung lai file key cii dé phuc vu cho viéc giai ma,
Input File: duong din dén file can ma hoa va Output File: duong dan tao ra file ma
hoa (bang cach click nit “Browse”) twong tng.



Algorithms

File Help
Symmetric | Bsymrmetric ||E|| Session Key | Genkey Pair |
Select
[] Encrypt [ Decrypt
Property Options
Algorithms Mode | B W |
Key size 56 w Padding F'}::ZI:Z':'-SF'an:In:Iiru;l
Browse File
key File | | [ Browse ](6_]
Input File | | [ Erowse ]I:?]
Cukput File| | [ Browse ](3]

Hinh 5: Giao dién chon Key File, Input File va Output File

- Bwéc 5: Sau khi nhip diy du thong tin, ban click nut “Start” bén dudi dé tién hanh
ma hoa.

Algorithms
File Help
Symmekric | fsymmetric | PBE | Session Key | Genkey Pair |
Seleck
Encrypt [ Decrypt
Property Qpkions
Algorithms Mode | CBC w |
Keysize |56 v | Padding |PKCSSPadding |
Browvese File
kKev File |C:'|,Encrypt'l,Key.k | [ Browse ]
Input File |C:'l,.ﬁ.BC'l,tesI:.rar | [ Browse ]
Cutput File |C:'|,.ﬁ.BC'|,test-encrypt.rar | [ Browse ]
b Start

Hinh 6: Giao dién di nhap day du thong tin



Budéc 6: Sau khi ma hoa xong, man hinh s& xuét hién thong bao thanh cong va thoi
gian thuyc hién ma hoéa file dir li€u. Néu c6 101 xay ra, trén man hinh s& xuat hién
théng bao 16i.

Algorithms
File Help

Swmmetric | asymmmetric ||E|| Session Key | Genkey Pair |
Select

Encrypt [ Decrvg —
Property Successful Message £|

Algorithms Bl :l, w
' Encypt file is complete. :I
L

Kew size |56

Erawise File

KeyFile  |CHiEncryptiKey.k | [ Bromwse ]
Input File |C:ABC)test.rar | [ Browse ]
Output File |C:ABC|kest-encrypt.rar | [ Browse ]

b Start

Hinh 7: Giao dién thong bao ma hda thanh cong




Algorithms

File Help
Swrnmetric | Asyvrrmetric ||E" Session Key | Genkey Pair |
Select
Encrypt [ ] Decrypt
Froperty Message
#Algarithms .
Key size E \1() Finishing time 16 ms II
Browse File
ke File IC_'I,Eu T | [ Browse ]
Input File |C:'|,.'5.EEC'|,test.rar | [ Browse ]
Cukput File |C:'l,.|5.BC'|,test-encr';.-'pt.rar | [ Browse ]

b Start

Hinh 8: Giao dién thong bao thoi gian ma hoa

- Buwée 7: Kiém tra két qua. Sau khi ma hoa file dugc ma hoa khong thé mé duoc va
tao ra file key trong thu muc chi dinh.

3.1.2. Gidi ma:
- Budec 1: D¢ giai ma file da dugc ma hoa ta click vao check box “Decrypt”.



Algorithms

File Help
Symmetric | fsymmetric | PBE | Session Key | Genkey Pair
Seleck
[ Encrypt [+ Becrypt (1)
Properky Qpkions
flgorithms | DES v Mode | NONE v |
Key size |56 V| Padding |N|:|Pau:||:|ing V|
Browse File
Key File | | [ Browse ]
Input File | | [ Browse ]
Cubput File| | [ Browse ]
b Start

Hinh 9: Giao dién click vao check box “Decrypt”

Budc 2: Ban khong can quan tdm thudt toan, key size, mode va padding 1a gi
trong qua trinh giai ma. Pé tién lgi cho ngudi st dung, trong phan mém nay, ban
chi can co file encrypt va file key 1a ban c6 thé giai ma duoc. Khi ban chon file
key, thudc tinh cua file key nay s€ dugc load 1én trén giao dién dé ban dé nhan
biét.



Algorithms

File Help
SmeEtriC|.ﬁ.symmetric PBE || Session Key | Genkey Pair
Select
[ ]Encrypt  [+] Decrypt
Property Opkions
Algarithms Blawfish w Maode | CBiC b |
Keysize |56 v | Padding | PKCSSPadding v |
Browse File
Key File |C:'|,Encrypt'l,Key.k | [ EBrowse | (2]
Input File | | [ Browse ]
Ckpuk File| | [ Browse ]
b Start

I-]inh 10: Giao dién sau khi chon Key file
- Budre 3: Trong phan Input File: duong dan dén file can duoc giai ma, Output File:
dudng dan dén file sé dugc gia ma ra.

Alporithms -_||_|[z|
File Help
Syrnrmetric | Asymmetric | PEE | Session Key || Genkey Pair
Seleck
[] Encrypt Decrypt
Property Qpkions
Algorithms Mode | CBC w |
Keysize |56 v | Padding |PKCSSPadding |
Browse File
kKev File |C:'|,Encrypt'l,Key.k | [ Browse ]
Input File |C:'l,.ﬁ.BC'l,test-encr';.-'pt.rar | [ EBrowse |(3]
Cutput File |C:'|,.ﬁ.BC'|,test-decrypt.rar | [ Browse ]f4]
b Start

Hinh 11: Giao dién sau khi nhap day du thong tin dé giai ma



- Bwéc 5: Sau khi nhap ddy du thong tin, ban click va nat “Start” bén dudi dé tién
hanh giai ma file.

- Bude 6: Sau khi giai md xong, man hinh s& xuét hién thong bao thanh cong va
thoi gian thuc hién giai ma file. Néu ¢ 15i xdy ra, trén man hinh s& xut ra thdng
bao 16:i.

Algorithms
File Help
Symmekric | Asymmmettic ||E|| Session Key | Genkey Pair|
Seleck
[] Encrypt Decrypt
Property Successful Message
Algorithms
ey s E Jl Decrypk File is complete. EI
Browse File
Kev File IC'I,? prere—— | [ Browse ]
Input File |C:'|,ABC'I,test-encrypt.rar | [ Browse ]
Cutput File |C:'|,.ﬁ.BC'|,test-decr':.-'pt.rar | [ Browse ]

Hinh 12: Giao dién thong bao giai ma thanh cong



Algorithms

File Help
Symmetric | fisymmetric | PBE | Session Key | Genkey Pair |
Seleck
[] Encrypt Decrypt
Property Message E'
Algorithms Bl w
"
Key size cr, \y Finishing kime 532 ms 3
Browse File
ke File CERG | [ Browse ]
Input File |C:'|,P.BC'|,test-enu:rypt.rar | [ Browse ]
Cukput File |C:'l,.ﬁ.BC'l,test--:|ecr';.-'pt.rar | [ Browse ]
b Start

Hinh 13: Giao dién thong bao thoi gian tién hanh giai ma

- Bude 7: Kiém tra két qua, vao duong dan file d3 dugc ma hoa (Output File) mo
file 1én, ta thay dugc m¢ file thanh cong.

3.2. Tao cap khoa public va private cho mé hoa Asymmetric va Sessionkey
- Budec 1: Click vao check box “Generate Key” dé tién hanh tao cap khoa.



File Help

| Symmetric | Asymmetric ||E|| Session Key | @enkey Pair

Genkey Pair
Generate Key (1)

Property
algorithms |R5.ﬁ. v| v
Key size | v| 7 =

Genkey Pair
Public ke | | [ Browse ]
Private key | | [ Browse ]

I Start

Hinh 14: Giao dién click vao check box “Generate Key”

- Buwéc 2: Trong phén Property, chon thuat toan va do dai key ma ban mudn tao.

Algorithms |- | |: E|

File Help

| Symmetric | Asymmetric ||E|| Session Key | @enkey Pair
Genkey Pair

Generate Key

Properky

&lgarithrns |R5.ﬁ. v| (2) v,
keysze | SENEEEE~v| (3) 17 =

Genkey Pair

Public key | | [ Browse ]

Private kE':.-'| | [ Browse ]

b Start

Hinh 15: Giao dién chon thuét toan va key size




Bwéc 3: Trong phan Genkey Pair, click vao nat “Browse” twong tng dé chon thu
muc luu cdp khoéa nay.
o)

File Help

| Symmetric | Asymmetric ||ﬁ|| Session Key | @enkey Pair
Genkey Pair

Generate Key

Properky

Algorithms | R34 v |

key size |512 V|

Genkey Pair

Public key | C:1ABCPublicKey k. || Browse |(4)
Private key |C:\ABCIPrivatekey .k | [ Brawse ](5]

b Start

Hinh 16: Giao dién chon dudng dan luvu cip key

Budc 4: Sau khi nhap déy du thong tin, ta click nat “Start” dé bt dau viéc tao cap
khoa. Khi tao thanh cong s€ xuat hién thong bao:



Algorithms

File Help

| Symmetric | Asymmetric ||E|| Session Key | @enkey Pair
Genkey Pair

Gererate Key

Successful Message

Property

Algorithms R34
" aenerate kevpair is complete,

Key size 512

Genkey Pair

Public key |C:'l,.ﬁ.EiC'l,F'uI:|IicKe~;.f.k [ Browse ]

|
Private ke':.-'|C:'l,.ﬁ.BC'l,PrivateKey.k | [ Browse ]

b Start

Hinh 17: Giao dién thong bao tao cap khoa thanh cong

3.3. Thuat toan bat d6i xtng (Asymmetric) va Session Key:

3.3.1. Ma hoa:

- Buwéc 1: Qua tab Genkey Pair dé tao cip key (public key va private key) trudc.
- Bude 2: Click chon check box “Encrypt” dé tién hanh ma hoéa.



Algorithms

0]

File Help

Swrnrmetric | Asymmetric | PBE || Session Key | Genkey Pair

Select
Encrypt [ ] Decrypt
Property

Algorithms |

Key size |

Browse File

ke File |

| [ Browse ]

Input File |

| [ Browse ]

Output File |

| [ Browse ]

I Start

Hinh 18: Giao dién click vao check box “Encrypt”

- Bude 3: Trong phan Browse File, Key File: duong din dén file public key ma ban
dung key nay dé ma hoa. Input File: duong din dén file can dugc md hoa. Output
File: duong dan file ma hoa duoc tao ra (Click nut “Browse” twong tng dé chon) .
Khi bao browse 1én file public key, giao dién s& hién thi thong tin cua file public

key d6(thuat toan, do dai key).



Algorithms

File Help
Symrnetric | Asymmetric |E" Session Key | Genkey Pair|
Seleck
[w] Encrypt [ Decrypt
Property
Algorithms |R5.ﬁ. v|
key size |512 V|
Browse File
kev File |C:'|,.C'.BC'|,PuhIicKey.k | [ Erowse ](2]
Input File | C:\ABCIREADME. TXT || Erowse | (3)
Output File |C:ABCIREADME-encrypt, TXT | [ Browse ](4]

Hinh 19: Giao dién khi nhap diy du thong tin
- Budc 4: Sau khi nhap day di thong tin, click nut “Start” dé tién hanh ma hoa. Khi
phan mém ma hoa thanh cong s€ c6 thong bao cho ban biét.

3.3.2. Giai ma: o
- Buwéc 1: Click vao check box “Decrypt” dé tién hanh giai ma.



Algorithms |:||:|[z|

File Help

Symrnetric | Asymmetric |F‘BE Session Key | Genkey Pair

Select

Property

Algorithms | W |

Key size | A d |

Browse File

key File | | [ Browse ]

Input File | | [ Browse ]

Cukput File| | [ Browse ]

I Start

Hinh 20: Giao dién click vao check box “Decrypt”

- Bwéc 2: Trong phan Browse File, Key File: duong dan dén private key dung dé
giai ma. Input File: dudng din dén file can duogc giai mi(encrypt file). Output File:
duong dan chi dinh file gidi ma sau khi thuc hién s& Iuu tai do.

Trong phan Property, ban khong can quan tdm. Vi khi load file key 1én, thudc tinh
cua file key do6 s€ duoc hién thi trén giao di¢n(thuat toan, do dai key).



File Help
Symrnetric | Asymmetric |E" Session Key | Genkey Pair |
Select
[ ]Encrypt  [+] Decrypt
Property
Algarithms |R5.ﬁ. v|
Key size |512 V|
Browse File
Key File  |Ci\ABCIPrivateKey.k || Erowse (2)
Input File | C:\ABCIREADME-encrypt. TXT [ Browse | (3)
Output File |C:\ABC\README-decrypt. THT | [ Browse ](4]

Hinh 21: Giao dién sau khi nhap day du thong tin

- Buéc 3: Sau khi nhap diy du thong tin, ta tién hanh ma hoa bang cach click vao
nat Start.

3.4. Thuat toan Session:
3.4.1. Mé hoa: o
- Buwéce 1: Click vao check box “Encrypt” dé tién hanh ma hoa di li¢u.



EEX]

File Help

| Symmetric | .ﬁ.symmetric| PEE | Session Key | Genkey Pair |

1

Select

Property

Algorithms | PEEWYithMDSARDDES W

Passward | |

Browse File

Input File | | [ Browse ]
Ckpuk File| | [ Browse ]

b Start

Hinh 22: Giao dién click vao check box “Encrypt”

- Bude 2: Trong phan Property, ban chon thuét toan va password vao day.

Alporithms |'- ||:|[Z|

File Help

| Symmetric | .ﬁ.s':.fmmetric| FEE | Session Key | Genkey Pair |

Select

Encrypt [ ] Decrypt

Property

Algorithms | FEEWithsHALANdDESede v | (2)

Passwoard |---------- | (3]

Browse File

Input File | | [ Browse ]
Cukput File| | [ Browse ]

I Start

Hinh 23: Giao dién chon thuat toan va nhap password




- Bude 3: Trong phan Browse File, Input File: dudng dan dén file can mi hoa.
Output File: duong dan dén thu muc ma né tao ra file encrypt sau khi ma hoa.

Algorithms

File Help

Symmetric .ﬁ.s';.fmmetricl FBE | Session Key || Genkey Pair

Seleck

Encrypt [ Decrypt

Property

Algorithms |F'E=E'-.-'-.-'ithSH.ﬁ.1.ﬁ.ndDESede w

Password |u"uuu |

Browse File
Input File |C:'|,ABC'|,test.rar | [ Erowse {(4)
Oukput File |C:'l,.ﬁ.BC'l,test-encr';.-'pt.rar | [ Browise ] (3)

b Start

Hinh 24: Giao dién sau khi nhap day du thong tin

- Bude 4: Sau khi nhap diy du thong tin, click ntt “Start” dé tién hanh ma hoa.

3.4.2. Giai ma:
- Buwdc 1: Click vao check box “Decrypt” dé tién hanh giai ma.



Algorithms
File Help

| Symmetric | .ﬁ.symmetricl PEE | Session Key | Genkey Pair|

Seleck

.....

Property

Algorithms | PBEWithMDSARdDES W

Passward | |

Browse File

Input File | | [ Browse ]
Cubput File| | [ Browse ]

b Start

Hinh 25: Giao dién click vao checkbox “Decrypt”
- Bwéc 2: Trong phan Property, chon thuat toan va nhap password ding nhu lac ma
hoa dé tién hanh giai ma.

Algorithms
File Help

| Symmetric || .ﬁ.symmetric| FEBE | Session Key || Genkey F‘air|

Select

[ ]Encrypt Decrypl

Property

Algorithms | PEEWithMDSARADES v((2)

Password |nuuu"| |(3]

Browse File

Input File | | [ Browse ]
Ckpuk File| | [ Browse ]

b Start

Hinh 26: Giao dién chon thuat toan va nhap password




- Budre 3:Trong phan Browse File, Input File: duong dan dén file can duogc giai ma.
Output: duong dan khi thyc thi chuong trinh file gidi ma sé duoc tao trong do.

Algorithms

File Help

Symmetric .ﬂ.s';.fmmetric| FEBE | Session Key || Genkey Pair

Select

[ ] Emcrypt Decrypk

Properky

algorithms |F‘BE'-.-'-.-'iI:hSHP.1P.ndDESede w

Password |---------- |

Browse File
Input File |C:'|,P.BC'|,test-encrypt.rar | [ Browse ] (4)
Dukput File |C:'l,.ﬁ.EiC'l,test-decrypt.rar | [ Browse ] (5]

b Start

Hinh 27: Giao dién sau khi nhap day du thong tin
- Buwdc 4: Sau khi nhip xong thong tin, click nat “Start” dé tién hanh gidi ma. Néu
trong qua trinh thuc hién, password hay thuét toan khong trung sé xuat hién thong
bao.



